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????????????????? 2 ??? BotDetector ???????? 3 ???










????????Step1: HTTP?????????? ( 2.1?)?Step2: ??????????




??? HTTP?????????? [6]???? BotDetector??HTTP??????????
??????????? 2.2? HTTP?????????????????????????
??HTTP?????????? Key???????? Value??????URI??????















































User-Agent: Mozilla ... 
URI: example/test.php 
HTTP Protocol 
HTTP request HTTP response 








Except specific fields 


















?? F ???? w?????S(w;F )?????????????????????????
???????
S(w;F ) = P (w j pos(w;F ); len(F ))
=
n(w; pos(w;F ); len(F ))
n(pos(w;F ); len(F ))
????pos(w;F )??????????? F ???????????len(F )????????
??????????? F = ffoo; bar; baz; quxg?w = bar?????????pos(w;F ) = 2?




?????? ?m?????????????D? 2???? p? q ??????????
??????? N(p)??????
N(p) = fq 2 D j d(p; q)  g;
d(x; y)? x? y ???????????????N(q)??? ?? m?????????





?????????? 2.1 ?? 2.3 ????????????????????????? 





original HTTP header fields automatically generated templates
Accept: text json Accept: text *
Accept-Encoding: gzip deflate Accept-Encoding: gzip *
Connection: Keep-Alive Connection: *
User-Agent: Mozilla 4.0 (MSIE 6.0; Windows 5.1) User-Agent: Mozilla * (MSIE * Windows *
User-Agent: Mozilla 5.0; * Firefox * 
pos 1 pos 2 pos 3 pos 4 pos 5 pos 6 
User-Agent: Mozilla 5.0; rv:19.0 Firefox 19.0 
User-Agent: Mozilla 5.0; rv:35.0 Firefox 35.0 
User-Agent: Mozilla 5.0; rv:43.0 Firefox 43.0 
word pos score 
User-Agent: 1 1.0 
Mozilla 2 1.0 
5.0; 3 1.0 
Firefox 5 1.0 
rv:19.0 4 0.33 
19.0 6 0.33 
pos 1 pos 2 pos 3 pos 4 pos 5 pos 6 
User-Agent: Mozilla 5.0; NULL Firefox NULL 
? 2.3 ???????????????????3?? User-Agent??????????

















????????????? HTTP ?????????????????? Simple Template






????????SVM?RF?DNN??????????? libsvm [10]?scikit-learn [11]??
?? TensorFlow [12]??????SVM? RF?????????????????????
?????????? 5-fold cross-validation??? grid search?????DNN??????



















?????? p0f [17]???????HelloScanner???? Passive???????????
?????? 3.1????????????????? HTTPS????????? SSL/TLS
???????????????? ClientHello???????????? OS???????






































?????????????????????? TTL?Don’t Fragment ????window size
scaling factor?TCP?????????????Don’t Fragment????? TCP??????
????????????? 1????????? 0???????????????TTL?



















??????? 1????????? 0 ???????????????????? 3.1 ?
CipherSuites??????????
3.2 ??????
?????? TCP/IP ?? SSL/TLS ????????????????????????
OS??????????????????????????Support Vector Machine (SVM)?







??????????BotDetector ?????? HelloScanner ?? SSL ????????
????BotDetector??????????????????? 4.3?????????? 4.4?




???? Kaspersky [19]????????????? 4.2??????????HTTP???
???????????????????????????? HTTP ??????? HTTP
??????????????????????????????????????????
































































































































































































































































































































































































































































































































































































???????????????24,260 ??????????? HTTP ????????
???????????????? TrendMicro [21] ? Kaspersky [19] ??????????
?????????????????????? 4.2 ?????????????? HTTP
?????????????????????????????????????Adware?
Downloader???? Trojan???????????????????????2014? 12??
? 2015? 9????????????????? [22]??????????????? [23]
?????????????????? Sandbox????????????????????







? 2016 ? 8 ????????????????????????? IP ?????????








?????????????2016? 6????????????Malwr [25]?MalShare [26]?
??? VirusShare [27] ?? 5,000 ????Web ????????????????????
?????????? 1 ????? Web ???????????????????????
?????VirusTotal [28]????????? 1????????????????????




# of samples # of HTTP requests collection periods
malicious 18,164 117,407 Dec 2014 - Sep 2015
benign - 130,619 Aug 2016
? 4.4 BotDetector??????????
# of samples # of HTTP requests collection periods
malicious 3,593 77,110 Jun 2016
benign - 79,751 Sep 2016
? 4.5 HelloScanner????????
Windows Mac OS iOS Android














EC2 [29]????? SSL??Web?????????????????????? 1???
?????? [30]??????????????????????????????????
















????? 5.1 ?  ????????????????????????????? = 100
??????????????????????????? ?  ???????????
???HTTP ?????????????????????????????? 5.2 ????
?????????????????????????????????????????
?? 35% ?????????????????????????????????????
???????????????????  = 0:5 ??????????????????
???? 5.3? len(F )??????????????????? 50%??????????
len(F ) = 2???????????????? ? 0.5??????????????????




????  ????????? ACC?Accuracy?s?FPR?False Positive Rate?s?FNR?False
Negative Rate?s?????????????? 5.1???????????? 5??????
??????????????Ubuntu 13.10 (CPU: Intel Xeon CPU E5-2620 v2 @ 2.10 GHz,

















TP ? FP ????? true positive ? false positive ??????? TN ? FN ? true negative?
false negative?????????????? ? 10 1 ?????????? ACC?????
?????????????????? DNN??? 97.1%?????????? SVM??




? 5.3 ???????????len(F )???????????????????????????
??????????????????RF???????????????????? ACC









































































































































































































































































































































































































































































































































































































? 5.2 ??????? 10???????????????????????????
HTTP templates MI
User-Agent: Mozilla 4.0 (compatible; MSIE * Windows NT 5.1; Trident 4.0; ... 0.1523
User-Agent: Mozilla 4.0 (compatible; MSIE 7.0; Windows NT 5.1; Trident 4.0; ... 0.1371
Cache-Control: * 0 0.1298
Cache-Control: max-stale 0 0.1177
Accept-Encoding: gzip deflate * 0.1067



















p(xi) ????? X = fx1; x2; :::; xmg ?? xi ?????????p(yj) ????? Y =





? 5.4 ????????????? Key ??????????????????????








? 5.4 ?????????????? =0.5? =1.0?????????????????
=0.5? =0.1??????? 10Key?????
????????????? Value??????????????????????????




















? 5.3 ?????????????????? HelloScanner????
TCP/IP SSL/TLS model ACC(Ave) ACC(Med) ACC(Max) ACC(Min) std
X X SVM 0.886 0.906 0.956 0.778 0.058
X X RF 0.893 0.895 0.957 0.816 0.044
X SVM 0.761 0.765 0.809 0.711 0.034
X RF 0.867 0.860 0.933 0.826 0.035
X SVM 0.819 0.817 0.889 0.776 0.038
X RF 0.802 0.800 0.854 0.755 0.032
? 5.4 ????????????????
predection value
Windows Mac iOS Android
Windows 29 0 0 3
actual value Mac 0 2 2 1
iOS 1 0 5 0
Android 2 0 0 4















???m????????????p(ci)?????? f ???? i?????? ci ????
???????????? 5.5???????????????? 10????????????
RF????????????????????????? 3????? Don’t Fragment??
???? TCP/IP??????????????????????????? Don’t Fragment
????????????? 0.0065 ??????????TTL ???? Windows ? 128?
35
? 5. ??








































BotDetector ???????????????? 0 ??????????????=0.5 ?


























































?????????HTTP ???????????????????? [31]? [32]? [33]?
[34]? [35]? [36]? [37]?? OS???????????????? [38]? [39]? [40]? [18]?
[41]????????????????????????????????
7.1 ?????????????
Zhang ? [31] ??????????????????? User-Agent ??????????
Web ????????? User-Agent ?????????????????????? OS
?????????????????????????? User-Agent ?????????
????????Grill ? [32] ? User-Agent ?????????????????????






Nelms ? [33] ? ExecScent ?????????????????ExecScent ? HTTP ??
?????????????? bot ?????????????????URL ?????
??User-Agent ??????????????????????????????????

































? TCP????????????????? HTTPS???????? ClientHello????
????????SSL/TLS????????????????????
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